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1. &8

KRG RN E SRS A R (UniTrust Network Trust Service Hierarchy) HJ
EV EFAUENESSFN] (UniTrust Network Trust Service Hierarchy Extended Validation
Certification Practice Statement, #i5y UNTSH EV CPS) . PhRMIZASAT RS54 R
(UniTrust Network Trust Service Hierarchy) &R _EiHE7iE BIEF LA R A A
(Shanghai Electronic Certification Authority Co., 1td, 45N SHECA) #iX. &
B — N ATFE AR, B -RUGE, $RMEE T IR B EMRSS . SHECA /214K
R (bt N RN H P28 44025 ) BT = 5 P UGE RS HLA, BT 013 1 ) 2%
BAERREE, M HERM A et 4, mrEE. n{E B IET RS -
UNTSH EV CPS 3R T SHECA 7EFRAERS K. EH. M. FHSE RS i
HAKER . UNTSH EV CPS 37 (rhHe NIGILME 525 423%) HIHUE, RIEHRM%EE
ARZAK &R EV IEE SRS (UniTrust Network Trust Service Hierarchy Extended Validation
Certificates Policies , 45y UNTSH EV CP) #iliT, #F& UNTSHEV CP %R, UNTSH EV
CP #& UNTSH %F- EVAE-F S EE IBCR A B, @57 7 UNTSH A HEHE, 20k R A,
U SEHT BV AR A AS AT MRS B B 25 R AN G AR SR R 2SR o o e D A 2 SR
fRAIE T UNTSH EV IEBAEAER) 2t M e B, & T UNTSH KT 2577, Mimift 1%
/> UNTSH EV HEZR A48 —(EAE I fRIE. B 25 B2 H UNTSH EV CP.
SHECA iZ & ) UNTSH, B8 7 MW@ e T BT S 4 it 7r . UNTSH EV CP
WAL T WA 2 577 WAGEAE I EE K, A CPS iR 7 SHECA J2 UNTSH I~ 2 5 J7 tifaT i &
IR ER TR ) B AROE i, A
® AN %O B B0 AT SCHERE S UNTSH 44 5%
® R4 UNTSH EV CP RUZRZA . BB, s, S EVIET
A% CPS 1#Aff TETF RFC 3647 ¢ T-1E 5 SRBE ANIE P IATEN S5 RN FR 224, 255 CA/ B
Iz (CA/Browser Forum) @it www.cabforum.org & Afi f) R 51| KR V5 58T A it 225K
® JBIGIFIF P KMIE IR (Guidelines for the Issuance and Management of
Extended Validation (EV) Certificates)

® YIRIGUFRAYZE ZAE P2 K M # 48 (Guidelines for the Issuance and
Management of Extended Validation (EV) Code—Signing Certificates)

0 NANAEUF P K HIELL TR (Baseline Requirements for the Issuance and
Management of Publicly-Trusted Certificates)

FEA AT AN IR R A2 SN, AR 26 B IR RS 225k . SHECA 28K 1) EV 1EFS
FEATARIIN {3 AR 4R UNTSH EV CP RiUsE 34232 CA/ Wi #1835 (CA/Browser Forum) AHICHLTE 1)
3R . SHECA WAHFS I FTA €78 UNTSH EV CP FIZR CPS SR IRFFAIETS, AR AE Y
6 CA/P Y #81Rts (CA/Browser Forum) H#RYE.

1.1 #EA

A CPS [#i& T SHECA %% EV (Extended Validation) iiF -85 IR E, 54 CAINIG
wIx (CA/Browser Forum) & Aif3 B FIFE+H 457 (Guidelines for Extended Validation
Certificates) MJ2IK. 1ZIRF IR | CA WUTERE K EV UEF I D5 2005 & — & I AR K
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7 CPS & T UNTSH ) EV ROOT CA. EV SSL CA #l EV Codesigning CA, LL KA
KHFP TP KBTSk, A CPS AR — AN scfl, s 1A R EV UEHAH
K EAREAEFIRRE, SHECA IEn] LURAT#TH CPS fE A4 CPS HIkh7E, LAV & BUMNF & BUK
LR Bl F e AT AR TR (LR o 8 IX e b 7 1) SRS AR T A SGUE 5T R 7
A CPS HJ& UNTSH — RFIAHK TR ) —A>, HARIEEHE:

® i/

® CAFMIRAIZEME

® (KT X

® A AIE G

® U\ B AR BRI

TR CPS 25 K 11 EV AIE, Hixt % 2 1A SHECA HH A% i BT AH 5 B 43 % 59 1) 45 5L
B UNTSH EV IEFIT P BAKE 7 S BEAR CPS S AHRL CP IR, 1R W IE 45 () i A
fF1E.

EV SSL iEHH T EBcM L SSLITLS B8 iE, & 7Bt SSL/TLS s it 22 4= (1 4 4%
@ EE . R ZIEBIVUREE, TR0 YA S5 B A A URE I i 7 s R H ok,
A4 P BRI A A L U7 ] I 3 2 E —/MEAR S B LA SEA R I ) . EVSSL UE-B I 2 H 2
FRIRAR R — AN R SN R B4 (EV SSLAEB SN AL FR . Ekiht . ML
FEMHSAD5(E B, Aeis A R — N A ERIARIE, B PR IEAE U7 1] A Rt — N Eik i A
PRHURI BT I8 F NS @ IE UL E B X L S P ) A0 X s 22 18] (45 JE I 248 AL 56D 5
HUGE @S A — DU B AR, 5 B SRATE 5 A Wl () Sk A
AR ULV Bh R e 45 By s A e T TE R IKVER & (A RIAT SSL E P HEAT M 45 8 fa FNTE 28 &
P JRVE SN PRI, I RT DLW BhdEAT 5T X 4 44 R L e T 2Q7E 2R IKVE I BUR T 2 )5 4k, BV SSL
TE S R OGEE 15 iy 44 1 2 M1 B 00 T AS 2 % AR AT 9, FEATREMEAT S FiZ B2 S NE S
ol %5 RBFRFEIEEDR 2B IE S DUERIZ BRI S AR 2 5 2 A PR . SRRk
SN

1.1.1 UNTSH ZE#y

A CPS #Z A UNTSH EV CP il 52, RA #ZHHA CPS HHTIETIARSS g4 m], 1T K
W7 B HAt AR S S2 k% B A CPS [ EV CP RERHIEH RGBT 3B AT AR 1 355 .
UNTSH & TH CA. T CA. JEMHLK (RA 1), IXEESRHR R KNI E RN AFZE
IIIRSS . P RAANIEAR R BT FIRIE T A OGRS AAS B, #Roe e, TERA . AxTH K BTN
SEHAR CPS LA EV CP [EEK .
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1.1.2 UNTSH EVIiFHEWR%ER

UNTSH & 1/~ EV #f CA, >y UCA Extended Validation Root, R Hi4~F CA, 4 514:
SHECA Extended Validation SSL CA F1 SHECA Extended Validation Code Signnig CA, 43 7|2
%% EV SSL 1T FiEH Al EV Codesigning 11 /" iE45 .

PRI R H PKIE RS

UCA Extended Validation Root

| |
SHECA Extended SHECA Extended Validation
Validation SSL CA Code Signnig CA
I I
T ET VHET

1.1.3UNTSH EViEBELE%Y

UNTSH [¥] CA KR EV AT JEFS, AR EEAT ™A% (0 S 0 . AT HE IR 5% 281
AR, HLAFEHAEIRR AL SR A, AT A AR AL EV IE RS
MEEEGRTE, EV T IEBEGERRRE L8, B e REEZOIINZ 5

1.2 XHEBARMERR
BRI ZFRN (RN EERS AR EVAIEB RS HIY  (UniTrust Network
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Trust Service Hierarchy Extended Validation Certification Practice Statement, #f
5N UNTSH EV CPS) .

A CPS (X RARRSF (OID) 5 RS S5 78 & EV LS50 (UniTrust Network
Trust Service Hierarchy Extended Validation Certificates Policies , #4§5 N UNTSH
EV CP) BRI RARRTF (OID) —2, AENHZBECEL TN RARRTF (OID).

1.3 85&KEREH

1.3.1 ERFEHESL (CA)

CA 5 EV Root CA il EV SSL CA Al EV Codesigning CA. ¥JH SHECA &Iz E .
Ak, SHECA WAL A NIEZ 4y, 1FEA UNTSH [ 5ERS B FALI o
(1) EV Root CA
EV Root CA J& i =il BRI, & UNTSH W EV IEHHEER, FEIR .
o ERAETEH BETM T CAES
® EIFRAAHIGES . UETMAS SR (CRL)
® EIFEEILTEEE
(2) EVSSLCA
EV SSL CA 1) £ Z IR 5T A4 :
® R AEFIIT T EV SSLAEP
®  EHLFULARAN AT FILET MAE B S (CRL)
o EHFZEIETEEE
(3) EV SSL CA
EV Codesigning CA ) 3= ZHR 51 (45
® ZERFNEHLT P EV Codesigning i3
®  EHLFULANAN AT FILET MAE B S (CRL)
® EHFZEIETEEE
(4) BEWNFERS
LANIEZR T2l SHECA K%L, & UNTSH RIS ENIMA, FEIRTTEHE:
® il FURATUE Tk mE (CP)
il 72 FR AR UE TR 2 B0 (CPS)
il 78 A1 R AT IS E A SRS
il 7 R AT AH O IR 45 LT
Wi B A 5 UNTSH iz78 iS5

1.3.2 FEMILE (RA)

EMHM (RA), FEAGATIN EV IE T HEE T SRS, IEE R EVAED
FrEEMA SR, A CAZKR EV IFBIRMHEE.
SHECA {£ 4 EV iEF5/0 CA &MU, HATHHAT EVIET RA, AF AT RA.
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1.3.3 iTH

WRIEP EAE (Certificate Subject) FFRAYSAR, & BV UEFS K HxS RALH HIHHAH
N

A CPS HHHHELHITT FY, 4RSI . SHECA RS2 WM R A EV IEFS, A BEBA
Fefit BV IEH RS -

1.3.4 fR¥H

WRATT > A& FEAL FAIEAS B A 2 BSRIIE 28 44 A3 280 PR SEEAA o AR mT LLRIEAS 3T 7
WATBAAZIT
WABTARIAES PRS0 8, FLRBIEA « AR A4 FR S H g ik ALK I

IO BLREREAh T A 015 B e 78 BB (3 A TPl 75 7 LU 55 P
SR BRI, LR LA B T Yo AT O B

1.35 HfhsE5H

Teo

1.4 EBRIE

1.4.1 EHEE

SHECA 25K 1) EV UE 2 T S iRl i R

WHEAS CPS 2R 1 EV SSLAE1S, AJ FHRIGUEIE T rRAR IR A3k 42 16 By, DA KRR 1238
LINEINI B KA A CPS 25 &% () EV Codesigning 1iF45, ] FSKIE IR d bR iR )
AR Bt B R AT T S0y o LR BGAE J5 i /& Hi SHECA 2K [ EV AR, IR
FAE P TS HE B ESA R, FH O 1 Y Hal S8 S SRR F .

1.4.2 ZIEFERPEE

BT B UE RVE R A, SRR TR AT RE 2 RN ST s, B Xt
SRR EAIA A EREHF MM, HFHAEHT CBT284a1k) s S
V2 B A 1 R 1 8

CA HUMIETS ANBE FISRMUET CA DhREVAAMI IR, 1T/ IEFB AR CA HUMAIEF5 R
H
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1.5 REGETE

151 SREESEENLMA

A CPS [WifilsE . RATFMENEFH, W SHECA %A AIEZE R 25T

152 BRRA

SHECA #8 7E i B8 K A E A CPS BER N, L1454 CPS WXt A i J H e A oG 3
Ho ARIA KA CPS . @i, 5EM4E, #n Ll SHECA MRk K ek & .

BERN: LWTECAEBIAE O PR A 7 GRS & FEEE

Hi%: 86-21-36393195

fEH . 86-21-36393200

Hohlk: e NERIEAIE i DY) BES 1717 S5 ANE RT3 18 1

MR G : 200080

HFHB:: policy@sheca. com

1.5.3CPS #t#EA

7 CPS i SHECA 224 IEZE T 2 Hib it

1.5.4 CPS #L#EREF

A CPS |y SHECA %24 iMEZR & flbifE, GFEAS CPS ST AR AAREE ,
R (P NRILME 725425 CETIAMERRSE FEIME) MIE, SHECA 7E4
i A CPS Ja Al EE IR T/ R

1.6 EXERE

DL 3% A
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2. RATNIE BESME

2.1 B52E

SHECA {5 JE B R BEIE 5  IE T4 51 38 (CRL) - IE 55808 (CP) FELF AR 55 MU (CPS).
M IEBTELIRA (0CSP) Z5AH(E BRI E A N3

G EMHEL R

www. sheca. com

SHECA W3R ftAFELRUE IR (Online Certificate Status Protocol, OCSP) Jk
s
%o

2.2 INIEHER X

SHECA 75 EER A {5 BAFHEB S (CP). PRSI (CPS). 3T P Hhist .
WA 7 RS H B RIE A AR S5 A O I, IET . UETP USSR . IERAELIRES
VRN

SHECA 2L BRI U7 [l o7 B AN 77, i e i) 7 O AR AT UE S IE TR 3R 51 2 A0
EBELAREE W, XFME B IR A @ E Uk BRI — 5.

A, SHECA 7E /X 3k 1 [ 52 437 & www. sheca. com/repository KATUEFTREES . ARV
Z AL AL

2.3 KifiE s

SHECA %A\ EZS 01 2 HE AR UE 5 5608 Jo i 7 R A A 2245 B %
SHECA Z/DAE 24 /NI A K AT — IR T PR B EEBEs #1% (CRL) |, B g/bg =4 H
RAT—IRF CAUEFS (Sub—CA Certificate) HUETHEESIFR (ARL), B —IKIRIET
(Root—CA Certificate) FIFE, WIRARUEFHAEE, SAKHE R B AMREEE S .

2.4 {5 2B IElE

SHECA {5 B EAFF XA & A5, AKTEFE CP. CPS. iEH. iETIR& S B CRL [ 1 3k
AT PRI, SHECA 15 B4 % B Uiy v 42 1) £ fit LA 7 11 3% 27 ] RO ASUR

13
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3. BriniR5 5]
31 B
3.1.1 £ HFKA

EVAER I R4 X. 501 B4 (Distinguished Name, DN) R .
EV SSL iE+5. EV AUi5%544 (Code Signing) IEFhi 44 iU AN EESK DA Z04 T A 4% [
CP #Il5E A CPS Hr, - HLEA CA/ i %% s (CA/Browser Forum) i www.cabforum.org
RATIIFE L M ESRAR—5. EV SSL iEHi. EV Q%254 (Code Signing) IUE-T31H¥
M2 LAAEEH % (common name, CN=) W%, ZILIGIEMMEAH 2N Y8 &84 YL

H P IRk . LA B B 2 R &R
® EVIiJFUEP#Em 2T

. P
LR Wi B DA
Country(C) Il 1) &
FRWUAED 37 P i £ T 2K 44 R
Organization(O) Name IR AR &
WA BURT E ARG AZ AE IR 44 FR
Organization Unit(OU) EUNE N A &
State or Province (S): A HEETEHBX =
TRWURED 37 B i (£ 48 2% [X 458 44 R
Locality (L) W &
FRWUAED 37 B i LE 3k 117 42
Common Name (CN) FH DAARRIE F5 BT A 1) 3244 (1) 44 &
® X T EV SSLiE+:, UhibEE 4
® %} T EV Codesigning IE, MHALEE
GIRAEZY S
businessCategory PSR &

AFEFNE L BURF SR ks
e AP . o

® FL i H 4! (V1.0,Cause 5. (b)) #E1K
I IESRAT AR GBI A LR P
NS A e T e

® Bk V1.0, Cause 5. (c) FEUMHL
Ky FhlkHfr s

® PMksiA V1.0, Cause 5. (d) $8HKIETE
R SEIN

® FETH LS/ V1.0, Cause 5. (e) f54t<
HA. RIpIEARHLE

TR B NEFOFRA A
g e 1717 S EAE R 18 # 200080

Fiif: (021) 36393100 £ %.:(021)36393200
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jurisdictionOfIncorporationLocalityName T P AE 3 T A 5

jurisdictionOfincorporationStateOrProvinceName | JEM & fEM AT . HEWHARX S | &
i

jurisdictionOfIncorporationCountryName T P LE [ 1) &

serialNumber MUK g &
HEBUF EEH A mS, WREH
FHRLGR5 1), ATE AL RRZ H

streetAddress MUK E L3 it b ik i

postalCode MUK E Y37 BT S i i @

® EV Root iFHI & U

iy 4 (DND ]
Country(C) C=CN
Organization(O) O=UniTrust
CommonName(CN) CN= UCA Extented Validation root

® EVSSLCAIERTHIZWT

W54 (DN e
Country(C) C=CN
Organization(O) O= UniTrust
CommonName(CN) CN= SHECA Extended Validation

SSL CA

® EV Codesigning CA ilF P E 5| 4 i

54 (DN ]
Country(C) C=CN
Organization(O) O= UniTrust
CommonName(CN) CN= SHECA Extended Validation

CodeSigning CA

3.1.2 XA A B XHIER

PR RS B EARRBI A BR, N2 RENE A i UE P R AT LR LK BT AR R (1
A BT R ATE ) By, IF BT AR R . LR 4 PR R 2 7 S A AR

S PHINES

313 WP HIEA RS

FIE AR T IEBI A SRV B 2 B As . TP IR A SR VR B 44 A A4

TR B NEFOFRA A
g e 1717 S EAE R 18 # 200080
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3.1.4 fEREA R KA

VI PER IR ITU-T X. 520 8@ MEE SRR [E fir 44 o

3.1.5 fird4 HIME—fE

VT fR i 44 E UNTSH A5 AR50 P I A0 ME— B8 o {H —NT P AT DA PRk B DAL g A P [
— AR E A4 HIIE .
SHECA Rt 8 4% FA 1 NSRS MU Th e SC AR 3slA4a S O ME—

3.1.6 R4 HIALEE

SHECA ANAHEfE RAESS G R T 4 Ay K DeAE, RAEMGI, 1T N BATRFENL
AV B T 408 Hh R R RS
WE, MEIE AR A FRE S, SHECA #4 B B i S 15 (¥ )y 2 A7 Ab 3

3.1.7 FARHIIRA. RS

SHECA % 5 Hi§ NI RS RN B, (HBCE AT L B8R R AR SRR P B 355

UEAS FE AANGAE FAIE S i A AR IE A A RTR B 4 FR . SHECA Ak o g il
HE ANAE FFIE B B0 & E R BUE B, AKIEEM R TR, el bl A5 5K
FRURIRA « FARSE HTIR AL 23 1 54T o SHECA A5 AUAS IR 1 S 2 345 48 B3CRT 45 AT AR IE 15 H1 1S
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SHECA
R P L R A R 04
P 5 AR R

i EWE T BT E B A UE B0 A BR A ] (Shanghai Electronic Certification
Authority Co., 1td, 4i5y SHECA) @ ¥, &8 —MAFFE A, FIFRI-RIAE,
PR T HFIE P B IAIEAR S« SHECA 2 KR (i N IRILATE 284 75) AL
=T HAEIRS AU, BT RIS E RS, [ BB A P gt s, ]
. WERNBTFIERRS .

SHECA %42 iAiEZE R &

SHECA TAIE JIR 55 22 PA 0 5 125 S0 W B 0 B LA A CPS — B e WL o
BT IAIE AR - AL

SHECA M FZRUH FERIET CA WERR N TIEIRS MU (Certificate Authority,
CA), LRI AENLI, &IPSk,
AL

VEHLI (Registration Authority, RA) F % AbBEIE-F: B % & AIEFIT £ (IR 453
Ky HNGZ AR DM, A AT 35 Fi 2 T i e AR Se Ak, 47 35 I

T SRR ), RSB SR, O T INEARSS ML ST
P B
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AR
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fi3k B ZH 545

AICPA
ANS

CA

CC
CCITSE
Cp

CPS
CRL

DN
FIPS

American Institute of Certified Public Accountants, Inc
American National Standard

Certification Authority

Common Criteria

Common Criteria for Information Technology Security Evaluation
Certificate Policy

Certification Practice Statement

Certificate Revocation List

Distinguished Name

Federal Information Processing Standard

ISO/IEC the International Organization for Standardisation, The International

Electrotechnical Commission

ITSEC Information Technology Security Evaluation Criteria
LDAP Lightweight Directory Access Protocol
0CSP Online Certificates Status Protocol
0ID Object Identifier
OECD Organization for Economic Co—operation and Development
PMA Policy Management Authority
PIN Personal Identification number
PKCS Public Key Cryptography Standard
PKI Public Key Infrastructure
RA Registration Authority
RCA Root Certification Authority
RSA Rivest, Shamir, Adleman (encryption algorithm)
TCSEC Trusted Computer System Evaluation Criteria
URL Universal Resources Location
SSL Secure Socket Layer
EV Extended Validation
T EC TR S I O A BR2A HLTE: (021) 36393100 1£31:(021)36393200
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BV iEB T fEH Y R

1. #8CA (Root CA Certificate) EF

Root CAIEF51#1EX.509 v3#% 3.
(a) EARR#| basicConstraints
JIA VIR A CAIE B FAEAEAY JE, I HAZJibric AXEEM . CAlE, (CA field) HIME LA
BN “True” , HHAEAEBRAKERSIR (pathLenConstraint) .
(b) #4Hi& keyUsage
A VIIRACAIE B AAGFAEAY R, FHHLAbRic A . %208 E CertSign A1
cRLSignfii, A e AN IKHE .
(c) iEH¥mE certificatePolicies
Y FRIUAAFLE
(d) ¥ BEHHE extendedKeyUsage
Y FRIUAAFLE «
P e AL B 5T R I i B AT A RFC 5280,
2. FCA (Subordinate CA Certificate) iFH

(a) IFFHEME certificatePolicies

AR FRIAFAE, I HAA TR AR . SghRiR 7 % B iy SHECAIUNTSH EV 5%
FIFRIRFT -
(b) IEFRHEHFIER S K cRLDistributionPoint

FEARY R, H HA AU . %Y R & T SHECAK /i CRLARSS IHT TP ML
URL.,
(c) M#EEE authorityinformationAccess

AP RILAAFLE, HHRJEREN . MASOCSPI R HTTPHLEURL.
(d) ZEAMRH basicConstraints

KY RLIAEAE, I HLBRCAREER . CAK (CAfield) HMEXZIE N “True” , AL
FEBAKE RS (pathLenConstraint)
(e) #4HR#& keyUsage

WIRAFEAY &, I H B Ahmc NREEM . 51 B CertSign 7 AIcRLSignfz, Fif e
PLIIA L B
B e R e R W 1 B AF A4 RFC 5280,
3. ITPEF (Subscriber Certificate)

(a) EFi5%HE certificatePolicies
KA RIS IAFAE, I HN R AR . RIS R I E LAY SHECAIUNTSH EV
SRS IR RAT o
certificatePolicies:policyldentifier (Required)
EV policy OID
certificatePolicies:policyQualifiers:policyQualifierld (Required)
id-gt 2 [RFC 5280]
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certificatePolicies:policyQualifiers:qualifier (Required)
URI to the Certificate Practice Statement

(b) EHMHEEFNFR SR A cRLDistributionPoint

BEAY W, JFHRIEREN. %9 RIAE T SHECAKATCRLIRS KIHTTPHEIEURL.:
(c) HHfEEI A authorityinformationAccess

AERY R, IFHAAEREK . RAEOCSPI R FJHTTPHlEURL .
(d) #EAFR#] basicConstraints (optional)

If present, the CA field MUST be set false.
(e) H4H® keyUsage (optional)

Ay IR, WA E CertSign and cRLSign 7.
H) FEREHHE extKeyUsage

id-kp-serverAuth [RFC5280]. d-kp-clientAuth [RFC5280]# # = — ki & & _E iR i & 14 4
AL, HEEANAFLE .

Either the value id-kp-serverAuth [RFC5280] or id-kp-clientAuth [RFC5280] or both values
MUST be present. Other values SHOULD NOT be present.
(9) FHEB#H#ALF SubjectAltName

RAERFC 528038 71, I HOCH M4 B WFALSE.
P FE A e 3 R U 1 B 45 RFC 5280,
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